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Date: 12/28/2020
RE:  Unencrypted Radio Transmissions

The purpose of this correspondence is to provide the California Department of Justice (DOJ) — CLETS
Administration Section with the documentation of compliance with bulletin 20-09-CJIS.

At this time, the Mendocino County Sheriff’s Office does not have the ability to encrypt our radio
channels, and it is not anticipated that we will have the capability to modify our radio equipment for
encrypted radio transmissions in the near future. Our agency will continue to regularly search for
funding sources to upgrade our radio equipment for radio encryption and to comply with the
requirements of this bulletin. The Mendocino County Sheriff’s Office modified our policy manual and
sent training materials to all department personnel to comply with the unencrypted radio transmission
requirements.

The following information was sent to all department personnel on 12/10/2020:

Radio communications are governed by policies and procedures established by the Federal Bureau of
Investigation and the California Department of Justice aimed to protect Criminal Justice Information (CJI)
and Personally Identifying Information (PII). These policies limit the amounts and types of information that
can be broadcast over unencrypted radio channels.

California law defines PII as an individual’s first name, or first initial, and last name in combination with
any one or more specific data elements. See below for combinations which will result in the release of PII.
See the below chart for additional information regarding CJI and PII:

Data elements:
e Driver’s license #
Last name and first name o ID. Card#
or + e Social Security #
Last name and first initial o Passport #
e Military LD. #
e Other government
issued documents
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The most common data elements encountered during dispatch operations include a DL or ID
number, or a name and DOB.

To ensure PII and CJI are not inadvertently broadcast over the radio, the following procedures are
being updated and shall be adhered to when communicating on departmental radio frequencies.

e Only enough information to complete the request should be provided over the radio in a
single continuous transmission. Any additional information should be relayed in a separate
transmission or sent using the patrol unit mobile computer (when available), a recorded
telephone call or by using an encrypted radio channel (which we do not currently have).

e Address information should be limited to the city and street name in order to limit PII
information being broadcast.

e If additional information is needed on the person or vehicle, such as street numbers, DOB,
physical descriptors, DL#, Social Security Number, or any other extra information it should
be provided through separate radio transmissions, so the above prohibited combinations do
not go out together.

Procedure When Running a DL or ID # by Number:

The patrol unit will provide you the DL or ID#, along with the last name of the subject. No first
name, or DOB, or other identifying information should be given.

Dispatch will provide the return repeating the last name only, not giving any further descriptors.
If further descriptors are needed they will be provided in separate transmissions.

Procedure When Running a Subject by Name and DOB:

The unit will provide the subjects name and DOB for the request. No numeric identifiers should
be given at that time. The dispatcher will provide the return as they do now, making sure not to
broadcast the subjects first and last name in combination with the above prohibited elements. If a
DL or ID# is needed by the deputy, it should be provided to them in separate radio transmissions.

When broadcasting bolos, provide the subjects name and descriptors only. A DOB usually does
not assist in locating an individual, while an age is better to broadcast and can assist in search
efforts.

When dispatching calls for service, dispatchers are being instructed to use the same technique as above,
by not combining any of the prohibited elements.

The main thing to remember, is provide as little information as possible to ensure you are running
the correct person, and do not broadcast the prohibited elements together. They MUST be
provided in separate transmissions.

Any questions or concerns relating to the contents of this memorandum can be addressed through your
proper chain of command.



The Mendocino County Sheriff’s Office policy for the Communications Division was also modified to
reflect these changes, specifically adding section 800.10.1 regarding Unencrypted Radio
Communications.

Mendocino County Sheriff’s Office Policy 800.10.1 is attached to this document.

Respectfully Submitted,

4
7
% v
/ 7
/ A

(7 .
Sheriff Matthew C. Kendall #2316
12/28/2020





